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Abstract—Indispensable rule of real-time systems is that sys-
tems must guarantee any task’s jobs to meet their own deadlines.
To ensure this rule even in worst case, real-time systems get
task’s worst case execution time (WCET) and schdule task as all
tasks always take exactly WCET. In practice, however, there’s
a significant difference between real exection time and WCET.
In this paper we present a novel covert timing channel, which
considers task’s real execution time distribution to decrease its
error rate. We prove that it is possible to leak information in
multi-level security (MLS) real-time systems. In addition, we
propose four methods to defend or detect the covert timing
channel.

I. INTRODUCTION

In real-time systems, failure of any task to meet deadline
cause disastrous damage. Real-time systems schedule tasks for
every task to meet its deadline, even if whole tasks takes their
worst case execution time (WCET). Scheduler gets WCET
information about each task, and determine task’s priority in
schedule with task’s period, deadline, and WCET. RM (Rate
Monotonic), EDF (Earliest Deadline First), LLF (Least Laxity
First) [1], [2] are well known real-time scheduling algorithms.
All those kinds of scheduling algorithms regard execution
time of tasks as WCET. In practice, however, execution time
of tasks considerably have difference with WCET. Many
researchers tried to analyze WCET [3], [4], [5], and they
revealed that only precious few tasks run as much as WCET
and most of tasks run about half of WCET. Figure 1 shows
execution time distribution for common tasks [3].
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Fig. 1: Execution time distribution for synthetic task [3]

Because of predictability of real-time system, the systems
are exposed to timing inference attack, such as side channel,
covert timing channel. And several studies suggested attack
methods [6], [7], [8] or defence methods [9], [10], [11], [12].
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However, until now, there was not much focus on new attack
mechanisms. In this paper, we present a novel covert timing
channel attack. A paper have already analyzed covert timing
channel in multi-level security (MLS) [13] real-time systems
[7] and it has limits of the channel accuracy and it only
analyzed the channel under rate monotonic scheduling.

Our new covert timing channel considers real execution
time distribution to increase channel accuracy and can be
used for any scheduling algorithms. It gathers information of
other tasks, and guesses estimated execution time distribution.
Sender and receiver flow information with controlling their
tasks execution time, and reduce error of bit transmission,
which is occurred by interruption of other tasks between
reciever and sender’s job, with calculation of estimated
execution time distribution stochastically.

This paper makes following contributions:

1) We introduce a novel covert timing channel and analyze
it, which considers real execution time to extend the
channel accuracy

2) We find problems of our methods and suggest solutions
for it

3) We implement partial simulation for our covert timing
channel model and evaluate its performance.

4) We propose 4 defence methods which can block or
detect our covert timing channel.

II. RELATED WORK

Son and Alves-Foss have already designed covert timing
channel in MLS real-time systems. Their approach was check-
ing response time of tasks. This approach requires two tasks.
First task, Ty has higher security level and higher priority
than second task and works as sender. Second task, 77, has
lower security level and lower priority than first one and works
as receiver. They have appointment that if T extends its
execution time, than it means it sends a bit 1’ to receiver,
if Ty shrink its execution time, it means it sends a bit 0’ to
receiver.

During this transmission, other tasks will take place between
Ty and T, and it cause noise of this channel. In figure 2,
noisy tasks 7T which have higher priority than T or T}
locate between Ty and T7. So the response time of 77, is
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Fig. 2: Interruption between Ty and 17, by T

also affected by Ty, not only T’. Therefore, T, cannot infer
what bit Ty sent in some cases and it could get error bits. To
solve this problem, some new method which can reduce not
deducible response time.

ITII. COVERT TIMING CHANNEL
A. Covert Channel and Covert Timing Channel

Covert timing channel is a kind of covert channel. Before
we explain covet timing channel, we should explain covert
channel. Covert channel means a channel which enables unau-
thorized information flow [14]. It locate between two users like
figure 3 and leak data covertly. Administrator should prevent
it, but the covert channel is hard to detect. It usually send and
receive data abnormally. For example, by checking whether
some file exist or not, they send series of bits, 1 and 0 [15].
And the covert timing channel is a channel which sends data
by controlling allocated system resource. In this paper we send
bit data by controlling execution time.

Legitimate Information Flow
(Detectable)

Sender

Unauthorized Information Flow
(Covert Channel, Hard to detect)

Fig. 3: Concept map of covert channel

B. Model and Mechanism

Our covert timing channel’s basic mechanism is similar with
Son and Alves-Foss’s work [7]. We consider uni-processor
system which use preemptive scheduling. And we modeled
sender and receiver, and their ability and goal as following:

o Sender, T;: Sender knows receiver task’s period and time
when its job starts running and when its job finishes at
that moment. It can control its execution time within its
WCET range. It has higher security level than receiver
and wants to send data, unauthorized to lower security
level users, to receiver.

o Receiver, T7: Receiver knows sender task’s period and
time when its job start running at that moment. It has
lower security level than sender and wants to get unau-
thorized data from sender.

They form covert timing channel by controlling execution
time of 7. They appointed that if sender extend its execution
time, it means sending a bit 1, and other case, a bit zero, in
advance. Because there is any other way sender and receiver

to communicate, sender cannot know receiver got value well
and receiver cannot not whether the received bits are correct
or not. Also due to noisy task’s work, transmission error
is inevitable. We introduce a novel method can solve those
problems pretty well in section 6.

IV. EXECUTION TIME DISTRIBUTION

All tasks must meet their deadlines in real-time systems,
albeit all tasks take WCET and have worst case. Thus, task
scheduler think task’s execution time as its WCET from the
very first. But its execution time in actual environment is
hugely diffrent from WCET. Several studies analyzed it [3],
[4], [5] and its general distribution shape like figure 1. In this
paper we assume that task’s execution time distribution is exact
with gumbel distribution [16], which is suggested by Edgar
and Burns [5]. Gumbel distribution’s equation is

fla) = et

and its probability density function and cumulative density
function graph looks like figure 4 when its location is 1 and
scale is 0.
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Fig. 4: PDF and CDF grpah of gumbel distribution

The key point is that scheduler schedules tasks as tasks
take WCET all the time but their execution time close to half
of WCET in practice, and if task’s job finish earlier than its
WCET, than next job will start even if past job’s appointed
execution time is not end yet. Son and Alves-Foss regarded
noisy channel’s activity as just error, so attacker cannot use
covert timing channel when error rate is too high to leak data.
To reduce error rate, we will utilize task’s real execution time
distribution, predict and calculate interruption of 7.

V. EXECUTION TIME DISTRIBUTION INFERENCE
A. Least Common Multiplying Detecting

Sender and receiver can determine their execution time, but
cannot predict other task’s execution time. So we will used
prediction via schedule’s Least Common Multiple (LC'M)
and execution time distribution. There are some researches
studied method to predict or analyze schedule’s LC'M [11],
[17], [18]. And because of real-time systems’ predictability,
it’s not hard to find schedule’s period(LCM). Algorithm 1 is
a naive method to find schedule’s LC'M via checking release
time and start time. If system didn’t prepared any security



defence method, even this simple method can work easily. We
will construct our covert timing channel with assumption that
this naive approach can make sense. It can be blocked easily,
but to find LC'M is not main work of this paper, we have left
that problem to future work.

Algorithm 1 Naive method to find LC' M of schedule
R;: the ith job’s release time
S;: the ith job’s start time
Lg;iz: the list which store difference of release time and

start time
1: 1=0
2: j=0
3: while true do
4 i=i+ 1
5: temp = R; - S;
6: if j == 0 and temp == Lg;f[0] then
7 j=1
8 else if temp == Lg;¢[j] then
9: if 2 * j == i then
10: return 1
11: end if
12: j=j+1
13: else
14: ji=0
15: end if

16: Lg;s.append(temp)
17: end while

B. Execution Time Observing

After we deduce LCM of schedule, we have to infer
execution time distribution of noisy tasks. Because we as-
sumed that all tasks follow gumbel distribution, we find
gumbel distribution’s parameter, location and scale with data.
And to get data, we should observe noisy task’s execution
time. However, as we have mentioned before, sender and
receiver cannot observe noisy task’s execution time equally.
Because they cannot know the opposite task’s starting time
and finishing time. Thus, we should find best way for two
tasks to observe similar result. Figure 5 shows observation
scope of Ty and T7. Then it subtract execution time of T
with observed time, to calculate sum of Ty’s execution time,
which delay response time of T7. And at Tx’s observation
scope, T]’V is not detected. So, we should solve it, and we will
suggest sender-receiver least common multiplying method at
next subsection. Let’s say release time, start time, execution
time, finish time, deadline, and delayed time by Ty of task @
as R;, S;, E;, F;, D;, X;. Xy and X, can be obtained easily,

Xg=Fg—Ry—FEqn

X, =S5, — Ry — FEx

In addition, observed result will be dissimilar, related to
execution time of T'y. Therefore, observation of T and Ty
should be separated with T takes nearly zero time(when
sends zero bits) or WCET(when sends one bits).
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Fig. 5: Observation scope of Ty and 77,

C. Sender-Receiver Least Common Multiplying

Because at Tp’s observation scope, Ty cannot detect
Ty, we will ignore T, by sending and receiving at only
sender and receiver’s periods least common multiplying (SR —
LCM). At SR— LCM, Ty and T}, are guaranteed to release
their jobs at the same time. So, we can reduce the effect
of T’, which hinders covert timing channel transmission.
We identified this method can decrease the effect of T’
by simulation, and we will discover it at simulation section.
Because the effect of T’ decreased and Ty never detect it,
our approach just ignore it. It can be dangerous try when if the
gap between Ty and 77, is huge, but we think it it reasonable
approach and we also checked it whether it is reasonable or
not by simulation. By the way, there’s a caveat here. Like
figure 6, among LC'M, there are several SR — LCMs, but
because the location of them are different each other, so they
should observe T separately. We have assumed that tasks
can deduce schedule’s LC' M before, Ty and T, also can find
LCM and check order of SR — LCM.
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Fig. 6: Observation scope of Ty and 17,

D. Probability Inference of Bits

f(@)y < SetXn
f(z), <= SetXy,

With observed execution time data, we can infer distribution
of them. The general task’s execution time follow gumbel
distribution [5]. So we only have to parameter of gumbel
distribution, location and scale. And it can be calculated by
some process, python or R like most programming languages
support it. Then we can get execution time distribution model.

f(Xi)_1 = probability of Txn, if when bit 0 sent
f(X; = WCETy)"" = probability of Ty, if when bit 1 sent



The last thing is just sending bits. Ty and T can send and
receive with the covert timing channel, and when 77 meets
uncertain case, then it can deduce what the bit T may
have sent via execution time distribution model. Ty and T
decide the transmission’s success and transmitted data via
probability like below.

o if f(X)TN < f(Xi = WCETy)™!
o then take bit 1
o else take bit 0

E. Problem and Solution

The covert timing channel can transmit bits in most of case,
though, there are some special case when constructed covert
timing channel cannot transmit bits. Figure 7 shows two case
of the special case. When the priority between two task is two
huge, they cannot send data successfully. We can assign proper
periods, deadline, WCET to prevent those cases. And second
case is SR — LCM is too similar with LC'M. It cause low
chance two send bits, and decrease channel capacity. We can
avoid it by selecting periods of Ty and 77, as prime numbers
or non preferred period numbers.

Ty Ty T,

Too huge to send data

SR—LCM Ty finish T, start
(a) Huge Priority Difference
Ty | Ty Ty Ty | Ty T
Too low frequency to send data
SR —LCM SR —LCM
(= LCM) (= LCM)

(b) SR — LCM similar with LC'M

Fig. 7: Problem Cases of Covert Timing Channel

VI. SIMULATION

Our method let Ty to ignore T’ when it estimates Ty
and use SR — LC'M. So we have to assure it proper way.
To know it, we used simulation. Our made metric M, which
can determine ignored T is negligible. (X; — Xpy) means
Tn’ and we divided its value by WCETy to calculate
ratio of T’y’s adjustable range. And we used rate monotonic
scheduling algorithm. We used Python and SciPy (open source
scientific tools for Python) [19] to utilize gumbel distribution
and random number generation.

M = (X, — Xy)/WCETy

We did simulation tasks set which have 6 tasks, and picked
sender randomly and receiver always least priority task. All
period, deadline, WCET of task selected randomly and all

execution time follows gumbel distribution except sender. To
simplify simulation, we regared WCET and best execution
time (BCET) as point which its probability is less than 1%,
and we only used tasks which have WCET less than 15, and
best execution time is larger than 1. It only observe 20 LC'M
times periods, 10 for when T takes nearly zero time, and 10
for when Ty takes WCET. We simulated them 100 times, and
averaged the value of length of T’ and sum of delayed time
of TN.

SR — LCM with SR — LCM without SR — LCM

Sending Bit Bit 0 Bit 1 Bit 0 Bit 1
M = (X, — Xy) /WCETy 0.483 0.463 1.160 1.222
Average Delayed time by Ty 3.816 5.603 11.905 13.327

Fig. 8: Summarized Result

The simulation is divided into two part. First one is for
checking efficacy of using SR— LC'M, and Second one is for
calculating M. Figure 8 is the summarized result of simulation
and Figure 9 and Figure 10 is the graph of showing SR —
LCM’s performance and comparison between when sending
bit 0 and 1. The result represent that SR — LC' M decreased
M value and Tp’s delayed time by T over 60%. Also, It
is showed that sending bit 0 and 1 does not affect to Tx’s
behavior which locate between Ty and 7). Finally the M
value, when we apply SR — LC'M method, was lower than
1, and it means it can be concealed sufficiently by adjusting
execution time of Ty from zero to WCET.

M Delayed Time

® with SR-LCM without SR-LCM

Fig. 9: Effect of SR — LC'M Method

VII. DEFENCE METHODS

The process of building covert timing channel was pretty
complex, but to detect or prevent it is easy. Of course ad-
ministrator should consider costs of defence, and it is not
negligible thing. We prepared three methods to defence or
detect it, and because their principles are hands-down thing,
we don’t analyze them at here.
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Fig. 10: Comparison Between Bit 0 and 1

A. Hiding Least Common Multiply

Our method is based on LC'M inferring. If tasks cannot
know schedule LCM, they cannot periodicity and channel
accuracy goes down. There are many studies [9], [10], [11],
[12] that tried to hide predictability or periodicity of tasks.
And its not only real-time system’s weak point, we can apply
various scheduling security mechanisms.

B. Randomly Ending Schedule

We used execution time distribution and response time
checking to build cover timing channel. When task’s job end
randomly, we cannot use it more. Figure 11 indicate control-
lable area of a task. System or task can extend its execution
time as much as its WCET. And if system randomize its
finishing point, it will break gumbel distribution and inferential
ability of sender and receiver, thus it can defence covert timing

| controllable area |
Task finish Task WCET

Task start

Fig. 11: Controllable area of a task

C. TaskShuffler [10]

TaskShuffler [10] is a timing inference attack defense
method, which randomizes task schedule by shufflling tasks.
It discovered that the methods highly increase entropy of
schedule via Yoon, Mohan, Chen, and Sha’s experiment. If
schedule has high uncertainty, attacker cannot infer meaningful
things. So it can prevent covert timing channel. Figure 12
shows two schedule, first one is original schedule and second
one is schedule which is applied TaskShuffler. It can increase
amount of context switch, but administrator can balance it by
trade uncertainty off with randomization degree.

LCM; A A A B C A A A C
LCM, A A A B C A A A C
LCM; A A A B C A A A C
LCM, A A A B C A A A C
(a) Original Schedule
LCM; B A A A C A C A A
LCM, A c A A B A A A C
LCM3 A B C A A C A A A
LCM, A A B A C A A A C

(b) Randomized Schedule by TaskShuffler [10]

Fig. 12: Changed Scheudle by TaskShuffler [10]

D. Detect by Execution Time Distribution

Above two methods require run-time costs to scheduler,
and it can be burden to some schedule. Detecting execution
time can be a solution for it. If we observe task’s execution
time, sender’s behavior will stick out because its execution
time become nearly zero or WCET when they sends bit data
to receiver. And by finding it, we can find some suspicious
tasks. It also can applied to real-time detector, but to less
burden, we can use it periodically.

VIII. CONCLUSION

Hacking real-time systems can result critical calamity. So
checking available attack method is essential but recent work
haven’t focused on it. We suggested a novel covert timing
channel in MLS real-time systems which is based on Son
and Alves-Foss’s work. We developed it and added some
new methods to increase channel accuracy. It uses execution
time distribution and least common multiplying to increase
accuracy of cover timing channel. Via calculating execution
time distribution of disrupting tasks, sender and receiver can
infer vague received result. In this process, we ignored specific
period of tasks, Tx’, and we checked it is negligible via
simulation. Also, our approach that transmission at only sender
and receiver periods’ least common multiply time, can reduce
interruption of other tasks and our simulation showed it
reduced as much as 60%. Also, we suggested four methods
that can prevent or detect our method.
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